OEM Committee response to the Simplified Security Certification Scheme

The OEM Committee, along with the entire Telecom industry, sincerely acknowledges and values the initiatives undertaken by NCCS and DoT to streamline and simplify the COMSEC certification process, thereby facilitating more accessible certification. We also extend our gratitude to NCCS for dedicating their time over the weekend to convene a meeting with the committee on March 8, 2026.

Having reviewed the revised Simplified Certification Scheme circulated by NCCS on March 3, 2026, the OEM Committee expresses its appreciation to both NCCS and DoT for incorporating many of our recommendations and for enhancing the clarity and efficiency of the security certification scheme. We particularly thank NCCS for:
a) Making only the SAL1 certificate as mandatory, while designating SAL2 and SAL3 as optional;
b) Extending the validity period of the SAL1 certificate to 5 years, with the provision for renewal upon expiry;
c) Simplifying security test requirements and permitting the hardening or configuration of the DuT to satisfy compliance criteria;
d) Agreeing to redraft the SDoC and keep it in abeyance until industry consultation is complete, i.e., for a six-month period from the effective date of the simplified certification scheme;
e) Allowing partial compliance for specific test clauses within SAL2 and SAL3 certifications by introducing a scoring system as follows:
· For SAL2: minimum compliance of ≥ 60–80% of test clauses,
· For SAL3: minimum compliance of ≥ 81–100% of test clauses.
While the OEM Committee and the broader Telecom industry highly appreciate these relaxations, we respectfully submit the following additional proposals to NCCS for consideration. These recommendations are intended to support the successful and timely implementation of the security certification scheme:

1. Adoption of a Scoring System for SAL1 Certifications Consistent with SAL2 & SAL3:
· Achieving 100% compliance across all test scenarios and clauses at the current stage of ecosystem maturity remains challenging. To prevent outright rejection due to unmet security requirements or differences in the interpretation of test parameters among test labs, OEMs, NCCS validators, and evaluators, we strongly recommend permitting partial fulfilment for certain clauses.
· NCCS is encouraged to incorporate a scoring methodology for SAL1 certifications, similar to that applied to SAL2 and SAL3 certificates.
· We propose setting the minimum compliance threshold at   80 % of applicable test clauses to qualify for a SAL1 certificate.
· The scoring methodology may be jointly reviewed by NCCS and the OEM Committee after two years of scheme implementation to reflect ecosystem advancements.

2. Software updates and upgrades: We understand that NCCS currently requires OEMs to submit a release note once in every 2 years when software upgrades impact device security posture and requires the product to be tested only for the delta changes, once every 2 years. We suggest the following additional proposal:
· For products with a Pro-tem certificate receiving upgrades/updates before expiry: Pls allow provision of supply of upgraded/updated SW release against an existing Pro-tem certificate issued for a prior release within its validity of 2 yrs without need of providing any undertaking and doing security testing for the upgraded/updated software. This will allow market access while completing the testing.

· For products with SAL 1, 2, or 3 certificates undergoing software updates/upgrades before expiry: Please extend the review cycle for software updates/upgrades from 2 years to 3 years. In the case of software upgrades affecting security posture of the device, mandate the products to be tested only for the delta change, once in 3 years. OEM will submit the release notes along with the assessments on impact on revised security test clauses compliances once in 3 years.

· OEMs be allowed to get an Amended Integrated Certificate with upgraded software details from the TEC directly when deploying new software versions within the current certificate's validity, ensuring seamless market access.




